
Cortex — how agents work: where they run, how they are isolated, how tools reach them
Every agent is a process with no tools of its own except the MCP servers it is handed — and every tool is an endpoint on one project's Flow fork: Flow is where tools live and where the platform is extended.
The fleet's builders are the exception by design: coding tools, one isolated worker per Board card, acting as the person who asked.

ENTRY POINTS
where a person meets an
agent

ASSISTANT POD —
CHAT & PROJECT
AGENTS

one OS process per session
or delegation · non-root,
read-only rootfs,
capabilities dropped · the
only tools are MCP servers

FLOW — THE
CENTRE: EVERY
TOOL IS AN
ENDPOINT HERE

every project is a FORK of
the core prototype ·
EXTENSION POINTS: a new
endpoint on the fork (a
tool, a view, an analytics
query), a new function
service, a new app service
— never platform code

FLEET POD — THE
BUILDERS
one Deployment per
environment · one isolated
worker process per Board
card · coding tools by
design

HOW A TOOL'S
SCOPE IS
DECIDED

four pins, applied on
every call

Cortex web app

Agents page → the agent page: identity · persona · model · TOOLS (data up to the
endpoint they name) · the Board files cards for the fleet

Cortex chat

one orchestrator chat per project; “Chat with agent” pins a project agent; the app
speed dial opens the same chat

Flow studio (members only)

edits a fork's endpoints, services and env directly; the same objects the agent
page and the fleet write

Chat session process

spawned by the websocket handler, ONE per chat session;
cwd = its own dir under /tmp/assistant-sessions/<sid>;
vendor API keys removed from its env, exactly one model
credential
tools = only the MCP servers in its .mcp.json; bearer minted
for the SIGNED-IN USER; project + branch pinned on every
call

assistant/ws-handler.js

Persona MCP surfaces (loopback, same pod)

governance → /mcp/p/<project>/b/<branch>: the cortex
MCP, read + write (the recipe in Dolt)
engine → /mcp/ro/p/<project> + /mcp/flow: the Flow MCP
— authors endpoints & services ON THE FORK
analyst → /mcp/analytics · apps → /mcp/apps · the
persona decides which servers exist; route + headers pin
the project

assistant/delegation-mcp.js mcpConfigForPersona

Project-agent delegate process

spawned by runDelegate on delegate_to_<name>; cwd = a
fresh temp dir holding only the persona (system
instructions) and a .mcp.json naming ONE server
no file / shell / web tools — built-in tools disabled, strict
MCP config, explicit deny list; model from the manifest or
the platform default

assistant/delegation-mcp.js runDelegate

/mcp/agent — the agent's tool server

registers EXACTLY the manifest's tools; an opaque handle
→ forkId fixed at creation — no argument or header can
redirect it
each tool call = RUN_ENDPOINT_FLOW(fork,
tool.endpoint, args); one server-added bridge (save_report,
reports agent only) acts as the session user

assistant/persona-mcp.js

flow-engine (endpoint runtime)

runs an endpoint's graph in-process on
RUN_ENDPOINT_FLOW (/rpc); node
code is trusted to its author — a
member in the studio, or the fleet
through a reviewed card
a fork's endpoints see the fork's ENV:
DOLT_* (its own recipe db), S3 bucket
+ prefix (its own), project secrets

endpoints-flow · one process
shared by all forks, scoped by
projectId

The fork's endpoints — where a tool IS

cortex.agent.<name>.manifest — the agent
itself: persona, tools, model, actor (a static
JSON node)
cortex.agent.<name>.<tool> — thin wrappers:
inject the fork's context, call a shared core
endpoint
cortex.apps.<x>.view · cortex.analytics.<x> ·
cortex.run_pipeline — the project's own logic
EXTEND HERE: a new endpoint = a new tool,
view or query for this project only

Mongo: one db per fork · Flow keeps the
version history

Shared core endpoints (the prototype)

cortex.process_records_pyarrow ·
cortex.strategy.<kind>.apply ·
cortex.workflows.api · cortex.rag.* · cortex.ml.*
— inherited by every fork
run in the prototype's project; the wrapper
hands them the fork's context (Dolt db, S3
prefix) as INPUT — never the fork's secrets
EXTEND HERE: a new strategy kind, master or
engine op = one endpoint on core, every fork
inherits it

cortex.invoke_engine — the wrapper every
fork carries

Function services

nodejs / python
handlers behind /rpc
— ONE container per
service (kaniko-built
image → Deployment,
read-only rootfs,
cpu/mem limits), the
project env only;
called by name from
the fork's endpoints

service manager ·
k8s or compose

App services

any runtime with its own
Dockerfile — one project
image under the
cortex-project
supervisor + sidecars (a
database …); own
Deployment, Service,
Ingress per public
service; project env only,
never platform secrets

https://<name>-<projectId>.apps.<env>

Stores — one slice per project

Dolt: a versioned recipe db per project
(the audit trail) · Mongo: a db per fork ·
S3: a prefix per project · cortex_ops
Postgres: users, orgs, registries, the
Board

Dispatcher

claims Board cards and generation queues; ONE worker
subprocess per job in its own process group; a pooled lane
= one resumed session per project, never across projects;
heavy jobs capped
key pool: one leased vendor credential per worker; when a
usage window fills the job relays to the next key or vendor
with a handoff

remote-agent/dispatcher.py

Worker process (a coding session)

runs the coding CLI with permissions skipped — file and
shell tools on ITS OWN pod, that is the job; cwd = the
pod's repo checkout; no persistent volume: nothing
survives a job but its transcript
executor skills say what to build: build-cortex-project ·
implement-app-request · generate-requirement ·
cortex-test-engine · workflow-actors

persona_worker.py

Worker credentials — who the job acts as

cortex bearer exchanged on the fleet path
(/internal/mcp-token + fleet secret) FOR THE PERSON who
filed the card — only the fleet may impersonate, only a
known user, never widening rights → commits and registry
rows carry the person; the job touches only what they may
fork access: local:<email>:<forkId> bearers bound to ONE
fork

cortex_mcp.py · assistant/token-subject.js

What a job writes

endpoints and services on the fork (Flow MCP / fork_edit),
apps and app services, agents (a manifest + tool
endpoints), workflows, tests + evidence; the card
completes; a Dev Activity dot; Slack on health transitions

① A tool is an endpoint on ONE fork

the agent page attaches only endpoints that already exist
there; new code is a fleet card, reviewed on the Board

② The fork pins the data

its env names its Dolt db and S3 prefix; the invoke_engine
wrapper injects them into every call to a core endpoint

③ The bearer pins the person

every MCP call carries a token for the signed-in user (fleet:
for the requester); the backend authorizes that identity

④ The route pins the project

/mcp/p/<project>/b/<branch>, X-Cortex-Project, the
delegate handle → forkId: no process can address another
fork

a message → one process per sessiona message → one process per session
agent page: PUT /api/agents/:id/config rewrites the manifest node (identity · persona · model · tools)agent page: PUT /api/agents/:id/config rewrites the manifest node (identity · persona · model · tools)

edits endpoints & services directlyedits endpoints & services directly

delegate_to_<persona>delegate_to_<persona> delegate_to_<name> spawnsdelegate_to_<name> spawns .mcp.json: ONE server.mcp.json: ONE server

cortex MCP → backend → Dolt / cortex_ops, as the signed-in usercortex MCP → backend → Dolt / cortex_ops, as the signed-in user
engine persona only: Flow MCP writes endpoints on the forkengine persona only: Flow MCP writes endpoints on the fork

RUN_ENDPOINT_FLOW(fork, tool.endpoint, args)RUN_ENDPOINT_FLOW(fork, tool.endpoint, args)

executesexecutes wrapper injects the fork's contextwrapper injects the fork's context http by service namehttp by service name

Board card: new_app · change · new_agent · analyse …Board card: new_app · change · new_agent · analyse …

delegate_to_project files a carddelegate_to_project files a card

spawn (own process group)spawn (own process group) acts asacts as
Flow MCP / fork_edit: endpoints, services, a new agent's manifestFlow MCP / fork_edit: endpoints, services, a new agent's manifest

Dockerfile + tree → build & deployDockerfile + tree → build & deploy

Every box names a real route, endpoint, deployment or source file · dashed arrow = crosses a layer · source: the cortex repo (docs/diagrams/cortex-agents-architecture.html)


